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S2PC via cut-and-choose of garbled circuits
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S2PC via cut-and-choose of garbled circuits
S2PC (ideal): TP

Alice ¥ AN <Y 3% Bob

—Cxy)
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S2PC via cut-and-choose of garbled circuits
S2PC (ideal): TP

Alice X ;E y Bob
Usual C&C methods 5 C(X’y)

Here are 123 garbled circuits| [OK, let meverifythat 7
GC,| [GC,| " |GCys are OK, and then I'll

Alice evaluatethe other 49 Bob
< >
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S2PC via cut-and-choose of garbled circuits
S2PC (ideal): TP

- X
Alice 3% : Y Bob
—
Usual C&C methods C(x,y)
Here are 123 garbled circuits| [OK, let meverifythat 7
GC,| [GC,| " |GCys are OK, and then I'll

Alice evaluatethe other 49 Bob
s >

The output is OKonly if
majority of evaluation
GCs is correct
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S2PC via cut-and-choose of garbled circuits
S2PC (ideal): TP

Alice ¥ AN <Y 3% Bob

Usual C&C methods >C(x.Y)
Here are 123 garbled circuits] OK, let meverifythat 7

AIiceI || |: l Bob

The output is Okonly if

- are OK, and then I'll
GCl GC2 GC123 evaluatethe other 49
<
I:)rerrorz 1.26- 29325 — :
_ majority of evaluation
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S2PC via cut-and-choose of garbled circuits

S2PC (ideal): LIV

Usual C&C methods

Alice ¥ AN <Y 3% Bob

—Cxy)

GC,| |GC,| " - |GCyHs

Here are 123 garbled circuits] OK, let meverify that 7

are OK, and then I'll
evaluatethe other 49

Alice
:
s=# GCs

Pr,. ..~ 1.26- 2‘0-3{

>

Bob

The output is OKonly if

error _ majority of evaluation
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S2PC via cut-and-choose of garbled circuits

S2PC (ideal): LIV

Alice ¥ AN <Y 3% Bob

—Cxy)

Usual C&C methods
GC1] |GGy " |GCya3

Here are 123 garbled circuits} OK, let meverify that 7

are OK, and then I'll
evaluatethe other 49

AIi >

s=# GCs
Pr.. .~ 1.26- 2—0-3{

>

Bob

The output is OKonly if

error - Ol |
mayjority of evaluation
Example:123GCs for Py, < 274 — jority
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S2PC (ideal): LIV

Alice ¥ AN <Y 3% Bob

—Cxy)
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GC1] |GGy " |GCya3

Here are 123 garbled circuitsJ OK, let meverify that 7

are OK, and then I'll
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AIi >
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>
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mayjority of evaluation
Example:123GCs for Py, < 274 — jority
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New optimal(?) C&C methods in 2013

2

© 2012-2013 Luis Brandé “Communication Complexity of the for-anc-lose technique

The output is OKf
at least oneevaluation
GC is correct

Crypto 2013 Rump Session — Santa Barbara, US, A@jys013



S2PC via cut-and-choose of garbled circuits
S2PC (ideal): TP

Alice ¥ AN <Y 3% Bob

Usual C&C methods 5 C(X’y)

Here are 123 garbled circuits| [OK, let meverifythat 7

. GC GC -« IGC are OK, and then I'll
Alice L 2 123 evaluatethe other 49 Bob

3
{ s=# GCs
~ —0.3 The output is OKonly if
Pr, ..~ 1.26- 2 - outp y

majority of evaluation
Example:123GCs for Py, < 274

>
GCs is correct

New optimal(?) C&C methods in 2013

C&C proportions Pr # GCs:
i error <240
(verify vs. evaluate) Preor <2 The output is OHf
Fixed ~1.25. 275+ (log25)/2 44 - at least oneevaluation
Variable s 40 GC is correct
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S2PC via cut-and-choose of garbled circuits

S2PC (ideal):

TIP

Alice ¥ AN <Y 3% Bob

—Cxy)

Usual C&C methods

Here are 123 garbled circuits

GC,

GC,

GCio3

AIi

OK, let meverifythat 7

are OK, and then I'll
evaluatethe other 49

<

s=# GCs
Pr.. .~ 1.26- 2—0-3{

error

Example:123GCs for Py, < 274

Bob

The output is OKonly if

>

_ majority of evaluation

GCs is correct

New optimal(?) C&C methods in 2013

C&C proportions
(verify vs. evaluate)

Pr

error PrerrorS2_40

Fixed

~]1.25. 2-s+ (logp s)/2

The output is OKf

44 . at least oneevaluation

Variable

s 40| GC is correct
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Three new optimal(?) C&C methods
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Three new optimal(?) C&C methods
e [LIin13] — crypto 2013 \\Vednesday
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Three new optimal(?) C&C methods
e [LIin13] — crypto 2013 \\Vednesday
o [HKE13] — crypto 2013 \ednesday
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Three new optimal(?) C&C methods
e [Lin13] — crypto 2013 \{ednesday
» [HKE13] — crypto 2013 \{ednesday
. Bral3] — crypto 2013 rump session
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Three new optimal(?) C&C methods
e [Lin13] — crypto 2013 \{ednesday
» [HKE13] — crypto 2013 \{ednesday
. Bral3] — crypto 2013 rump sessigiow)
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Three new optimal(?) C&C methods
e [Lin13] — crypto 2013 \(ednesday
e [HKE13] — crypto 2013 \ednesday

GC,

output
wire |

1.,

d)\ wire key

’1,'

GC,

output
wire |

4’0‘

| wire key
q)” for bit 0

’.‘,'

 [Bral3] — crypto 2013 rump sessi@iow)

Forge-and-lose technique

for bit 1
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e [Lin13] — crypto 2013 \{ednesday
» [HKE13] — crypto 2013 \{ednesday

Three new optimal(?) C&C methods

GC,

output
wire |

L]
T

GC,

output
wire |

' | wire key
q)” for bit 0

Forge-and-lose technique

é\ wire key

’1,'

for bit 1

 [Bral3] — crypto 2013 rump sessi@iow)
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Three new optimal(?) C&C methods
e [LIin13] — crypto 2013 \\Vednesday

» [HKE13] — crypto 2013 \{ednesday

P
’1,
Ot

' ire key
output wire !
GC2 wire i d)) for bit 0

" ¥
’1‘

output L. _
GCq e d)\ wire key

for bit 1

)

)

(group elements)

 [Bral3] — crypto 2013 rump sessi@iow)

Forge-and-lose technique

.‘l"

Bob

Encoding

of 1

Encoding
of O
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Three new optimal(?) C&C methods
e [LIin13] — crypto 2013 \\Vednesday

» [HKE13] — crypto 2013 \{ednesday

G Cl output

wire i

’1,'

GC2 output

wire |

0’0‘

| wire key
d)” for bit 0

’.‘,'

d)\ wire key

for bit 1

)
)

(group elements)

 [Bral3] — crypto 2013 rump sessi@iow)

Forge-and-lose technique

.‘l"

Bob

Encoding

of 1

(decommitments
of same BitCom)

Encoding
of O
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Three new optimal(?) C&C methods
e [Lin13] — crypto 2013 \(ednesday
e [HKE13] — crypto 2013 \ednesday

G Cl output

wire i

’1,'

GC2 output

wire |

0’0‘

| wire key
d)” for bit 0

’.‘,'

d)\ wire key

for bit 1

Forge-and-lose technique {
(

.‘l"

)
)

(group elements)

Bob

 [Bral3] — crypto 2013 rump sessi@iow)

Trapdoor
Decryption key)

Encoding
of 1

(decommitments
of same BitCom)

Encoding
of O
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Three new optimal(?) C&C methods
e [Lin13] — crypto 2013 \(ednesday
e [HKE13] — crypto 2013 \ednesday

G Cl output

wire i

’1,'

GC2 output

wire |

0’0‘

| wire key
d)” for bit 0

’.‘,'

d)\ wire key

for bit 1

Forge-and-lose technique {
(

.‘l"

)
)

(group elements) (early in protocol)

Bob

 [Bral3] — crypto 2013 rump sessi@iow)

Trapdoor
Decryption key)

Encoding
of 1

(decommitments
of same BitCom)

Encoding
of O

Encrypted
input of Alice
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Three new optimal(?) C&C methods
e [Lin13] — crypto 2013 \(ednesday
e [HKE13] — crypto 2013 \ednesday

» [Bral3] — crypto 2013 rump sessigiow) Alicests
LOSES privacy

Forge-and-lose technique { ]_°>
( )

Alice’s
iInput

Trapdoor
Decryption key

w Bob N
s

output X _
GC, wifei d)\ wire key ‘ Encoding

x for bit 1 of 1

w (decommitments
- of same BitCom)
R
o i ' Encrypted
outout wire key ‘ Encoding _ _
GC, Vvi&ui d)) for bit 0 of O input of Alice
':-.:: (group elements) (early in protocol)
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Three new optimal(?) C&C methods
e [Lin13] — crypto 2013 \(ednesday
e [HKE13] — crypto 2013 \ednesday

» [Bral3] — crypto 2013 rump sessigiow) Alicests
LOSES privacy

Forge-and-lose technique { Trapdoor ]_°> nice's| [Bops
( )

input | | input

Decryption key

w Bob A
s

GC outPut d)\ wire key Encoding
1 wirei . ‘ Boolean

;L for bit 1 of 1 . _
w (decommitments circult
- of same BitCom)
R
o ire key Encoding Encrypted
output wire | ‘ | ! Output
GGy e i d)) for bit 0 of O input of Alice of Bob
g (group elements) (early in protocol)
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Three new optimal(?) C&C methods
e [Lin13] — crypto 2013 \(ednesday
e [HKE13] — crypto 2013 \ednesday

» [Bral3] — crypto 2013 rump sessigiow) Alicests
LOSES privacy

Forge-and-lose technique { Trapdoor ]_°> nice's| [Bops
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input | | input

Decryption key

w Bob A
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GC outPut d)\ wire key Encoding
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Three new optimal(?) C&C methods
e [Lin13] — crypto 2013 \(ednesday
e [HKE13] — crypto 2013 \ednesday

« [Bral3] — crypto 2013 rump sessi¢ow) Alicests
(and Asiacrypt 2013) LOSES privacy

Forge-and-lose technique { Trapdoor ]_°> nice's| [Bops
( )

input | | input

Decryption key

w Bob A
o

GC, %P d)\ wire key Encoding
1 wirei 7. ‘ Boolean

;L for bit 1 of 1 . _
w (decommitments circult
- of same BitCom)
R
o ire key Encoding Encrypted
output wire | ‘ | ! Output
GGy e i d)) for bit 0 of O input of Alice of Bob
g (group elements) (early in protocol)
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Benchmarking communication in F&L

4
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Benchmarking communication in F&L

» Crypto security: 128 bits» 3,072-bit Blum integers [NIST-SP800-57]
 Statistical security: 40 bits (P, < 2749

o (Garbled gates: 384 bits
* Symmetric commitments: 256 / 384 bits
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Benchmarking communication in F&L

» Crypto security: 128 bits» 3,072-bit Blum integers [NIST-SP800-57]

 Statistical security: 40 bits (P, < 2749

 Garbled gates: 384 bits

* Symmetric commitments: 256 / 384 bits

| AES-128

|C.| [Bril3] 6,800
| =lg=I'g 128
(I, g+ g)/|C | 5.6%
S (# GCs) 41 123
Max #
evaluation GCs = e
RSC@GCs no | yes
GCs (Mb) 107 21
Total (Mb) 161 55
Overhead from 0 o
non-GCs (%) S| et
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Benchmarking communication in F&L

» Crypto security: 128 bits» 3,072-bit Blum integers [NIST-SP800-57]

 Statistical security: 40 bits (P, < 2749

 Garbled gates: 384 bits

* Symmetric commitments: 256 / 384 bits

| AES-128

|C.| [Bril3] 6,800
| =lg=I'g 128
(I, g+ g)/|C | 5.6%
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Benchmarking communication in F&L

» Crypto security: 128 bits» 3,072-bit Blum integers [NIST-SP800-57]

 Statistical security: 40 bits (P, < 2749

 Garbled gates: 384 bits

* Symmetric commitments: 256 / 384 bits

| AES-128

|C.| [Bril3] 6,800
| =lg=I'g 128
(I, g+ g)/|C | 5.6%
S (# GCs) 41 128
Max #
evaluation GCs = e
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 Statistical security: 40 bits (P, < 2749

 Garbled gates: 384 bits
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| AES-128

|C.| [Bril3] 6,800
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Benchmarking communication in F&L

» Crypto security: 128 bits» 3,072-bit Blum integers [NIST-SP800-57]
 Statistical security: 40 bits (P, < 2749

 Garbled gates: 384 bits
* Symmetric commitments: 256 / 384 bits

| AES-128 SHA-256

|C.| [Bril3] 6,800 90,825
| =lg=I'g 128 256
(I, g+ g)/|C | 5.6% 0.85%
s (# GCs) 41 123 41 | 123
Max #
evaluation GCs = e 20 e
RSC@GCs | no | yes | no | yes
GCs (Mb) 107 21 | 1430 279
Total (Mb) 161 55 | 1545| 345
Overhead fromy _ ol o 0
non-GCs (%) 50% | 163%]| 8% | 24%
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Benchmarking communication in F&L

» Crypto security: 128 bits» 3,072-bit Blum integers [NIST-SP800-57]

 Statistical security: 40 bits (P, < 2749

 Garbled gates: 384 bits
* Symmetric commitments: 256 / 384 bits

| AES-128 SHA-256

|IC.| [Bril3] 6,800 90,825
|\=lg=I"g 128 256
(Ia+g+ g)/[C | 5.6% 0.85%
s (# GCs) 41| 123| 41 | 123
Max #
evaluation GC{ 2> 8 20 8
RSC@GCs | no | yes | no | yes
GCs (Mb) 107| 21 |1430| 279
Total (Mb) 161| 55 |1545|[ 345
Overhead fromy _ ol a0 0
onG0s (o) | 50% | 163%]| 8% | 24%
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Benchmarking communication in F&L

» Crypto security: 128 bits» 3,072-bit Blum integers [NIST-SP800-57]
 Statistical security: 40 bits (P, < 2749

 Garbled gates: 384 bits
* Symmetric commitments: 256 / 384 bits

AES-128 SHA-256

Some aspects
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IC.| [Bril3] 6,800 90,825
|=ls=I"g 128 256 « Intractability : Quadratic Residuosity
(I g+ )/IC | 5.6% 0.85% | . 4(exps) O()
elaces) 4l 28| A || 0] . Oblivious Transfers: 2-out-of-1 OT
Max #
evaluation gcd 29 8 20 8 | - Proof security: Ideal/real simulation
RSC@GCs | no | yes | no | yes (with rewinding)
GCs (Mb) 107 21 | 1430| 279| - BitComs input+output:
Total (Mb) 161 55 | 1545| 345 XOR-homomorphic=
Overhead froml -yo | 120/l g0 | 2404 Efficient linkage of S2PCs
non-GCs (%)
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Benchmarking communication in F&L

» Crypto security: 128 bits» 3,072-bit Blum integers [NIST-SP800-57]
 Statistical security: 40 bits (P, < 2749

 Garbled gates: 384 bits
* Symmetric commitments: 256 / 384 bits

AES-128 SHA-256

Some aspects

(Further optimizations on the way)
© 2012-2013 Luis Brandé

“Communication Complexity of the for-anc-lose technique

IC.| [Bril3] 6,800 90,825
|=ls=I"g 128 256 « Intractability : Quadratic Residuosity
(I g+ )/IC | 5.6% 0.85% | . 4(exps) O()
elaces) 4l 28| A || 0] . Oblivious Transfers: 2-out-of-1 OT
Max #
evaluation gcd 29 8 20 8 | - Proof security: Ideal/real simulation
RSC@GCs | no | yes | no | yes (with rewinding)
GCs (Mb) 107 21 | 1430| 279| - BitComs input+output:
Total (Mb) 161 55 | 1545| 345 XOR-homomorphic=
Overhead froml -yo | 120/l g0 | 2404 Efficient linkage of S2PCs
non-GCs (%)

Crypto 2013 Rump Session — Santa Barbara, US, A@jys013



Thanks

cut-and-chose
with
forge-and-lose!

Ibrandao @ {fc.ul.pt, cmu.edu}
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